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1. OVERVIEW
1) Afghanistan Payments Systems (APS) as the national switch of Afghanistan offers the services of electronic payments through its members (local banks, payments institutions (PIs), microfinance institutions (MFIs), Mobile Networking Operations (MNOs), Customs directorate and so on) and it is operating under the umbrella of Da Afghanistan Bank (DAB- Central Bank of Afghanistan). These electronic services and payments must be secure and processing program that allows the members to accept credit cards, and debit cards payments from their constituents (“Customers”). This e-payment allows customers to make payments using the domestic payment card (AfPay) and other international major card brands (Visa, MasterCard and so on- next plan). Payment channels include the Internet, telephone, or point-of-sale (“POS”) card terminals or virtual terminal software payment solutions.

2) DAB-APS is seeking for qualified consultancy/firm/service-provider that offer the services of Payment Card Industry Data Security Standards (PCI DSS), IT Security Audit, setting up and tuning of security tools (SEIM, Nessus and Manage Engine Vulnerability Manager Plus) and their knowledge transfers & required security trainings (Penetration Testing, CISSP, and Cybersecurity Risk Management). 
3) First, PCI DSS focuses on payment card risk reduction, card data security that will lead to the reduction of fraud losses for merchants, banks, and card brands. By implementing PCI DSS, DAB-APS will improve security and reduce the risk of card frauds which will help in boosting customer confidence on cashless payments, cards-based payments. For PCI DSS, a PCI Qualified Security Assessor (PCI QSA) must implement PCI DSS, to assist with the completion of the Self-Assessment Questionnaire, whole assessments of CDE (Cardholder Data Environment), development of required policies, procedures, and documents, all validation, Gap Analysis, testing and assessment requirements for becoming compliant with the PCI DSS.
4) Second, IT Security Audit is required for assessment and remediation of whole DAB-APS IT Infrastructure. This security service must assess, analysis, figure out and remediate the vulnerabilities, threats, and risks & risks likelihood of DAB-APS IT infrastructure. This security audit and assessments include but not limit to the vulnerability assessment & penetration testing of all DAB-APS IT sections (Database, Server systems, Network, IT Operation, and Physical Security) and Application section. Also, cardholder data scan, IT infrastructure design reviews (including Datacenter) and developing missing IT and cyber security framework/standards for DAB-APS.
5) Third, APS is in need to setup and tune their security tools and technologies like SEIM, Nessus, and Manage Engine Vulnerability Manager Plus. So, the firm has to configure and tune them accordingly.
6) Fourth, knowledge transfers of the above services and the required security trainings like penetration testing, CISSP and cybersecurity risk management are also the need to be provided for the security team of DAB-APS. These knowledge transfers and security trainings are required for ongoing and maintenance of DAB-APS security infrastructure at afterwards.  
7) The purpose of this Term of Reference (“TOR”) is to invite qualified service provider(s) to prepare and submit a proposal (“bid” or “proposal”) to provide the following professional security services related to PCI DSS, IT Security Audit, configuring of security tools, and Their Knowledge Transfers & Required Security Training for APS, in accordance with the requirements defined throughout this TOR. 

8) It must be noted that for all above service solutions, the firm has to associate the DAB-APS security team for whole processes of this project.
2. OBJECTIVES
1) The overall objective of this TOR is to select a service provider to assist DAB-APS for getting PCI DSS compliance (PCI QSA Compliance & PCI ASV Services, and PA DSS & PCI QIR Evaluation Services), IT Security Audit, configuring & tunning of security tools, and their knowledge transfers & required security trainings (Penetration testing, CISSP, and Cybersecurity Risk Management) as to assure DAB-APS with high standards of security quality and services. 
2) For PCI DSS, all solutions must adhere to prevailing payment cards rules and regulations. So that to protect the cardholder-data/CDE wherever it is processed, stored, or transmitted. 
DAB-APS will achieve the following goals by implement PCI DSS:

· Boosting consumer confidence on card-based payments

· Building and maintaining a secure network

· Protecting cardholder data

· Complying with and maintaining the most updated standards of PCI DSS and security policy 

· Implementing strong access control measures 

· Regularly monitoring and testing the networks
(A) Compliance services performed by a Qualified Security Assessor (“QSA”)- (“PCI QSA Compliance Services”) & PCI Approved Scanning Vendor (“ASV”) services- (“PCI ASV Services”), and (B) Payments Application (“PA”)- (“PA DSS Services”) & PCI Qualified Integrator Reseller (“QIR”) evaluation services- (“PCI QIR Evaluation Services”).

3) For IT Security Audit, the service provider should examine and evaluate DAB-APS’s information technology infrastructure and operations, determining whether IT infrastructure is aligned with standards and ensuring confidentiality, integrity, and availability (CIA) principles of its data assets. IT security audit includes not only physical security controls, but also overall business and financial controls that involve information systems, analysis, and evaluation of DAB-APS’s information systems/IT infrastructure (whether manual or automated) must detect and rectify blockages, duplication, and leakage of information. The objectives of this security audit are to improve accuracy, relevance, security, posture, and timeliness of the recorded information. 
The audit of security aims to examine the current functions of each individual sections of IT department and ensure they are aligned with security standards. An analysis of the existing infrastructure shall help identify risks associated with every distinct section of the IT department and all involved staff categories and external parties, as well as the respective systems functionalities. Finally, proposals will be made on IT, technical, operational, financial, and other areas for improvement, in order to mitigate or eliminate risks and maximize the security countermeasures of DAB-APS in the market.
4) For configuration and tunning of security tools and technologies like SEIM and Nessus, and Manage Engine Vulnerability Manager Plus, the firm has to make sure their setups are done according to the needs of DAB-APS.
5) Alongside of above services, the selected consultancy must provide knowledge transfers of above services and the required security trainings (Penetration testing, CISSP, and Cybersecurity Risk Management) as well. Plus, the team of DAB-APS Security must be associated with all and each above services. 
3. SCOPE OF SERVICES
1) The service provider will be required to provide all the services listed in section A and B for PCI DSS, IT Security Audit, configuring security tools, and the required security trainings which are listed in its section. 
I. PCI DSS
A. PCI ASV & PCI QAS Compliance Services
1. Provide PCI DSS validated Internal and External network scanning, vulnerability assessments, and associated remediation advisory services.

2. Provide PCI DSS validated Internal and External network penetration testing and associated remediation advisory services.

3. Provide PCI DSS validated web application vulnerability assessments and associated remediation advisory services internally and externally.
4. Provide PCI DSS validated web application penetration testing and associated advisory services internally and externally.
5. Provide PCI DSS validated switching platform application vulnerability assessments and associated remediation advisory services internally and externally.
6. Provide PCI DSS validated switching platform application penetration testing and associated remediation advisory services internally and externally.
7. Provide PCI DSS validated Internal and External database vulnerability assessments and associated remediation advisory services.

8. Provide PCI DSS validated Internal and External database penetration testing and associated remediation advisory services.

9. Provide PCI DSS validated network segmentation testing, vulnerability assessments, and associated advisory services.
10. Provide reporting on any of the above services necessary to meet applicable PCI DSS ASV reporting requirements.

11. Provide review of security policies related to PCI DSS Compliance.

12. Provide risk assessment advisory services.

13. Provide consulting and advisory services for the development and implementation of PCI environments, applications, and services.

14. Provide onsite and/or remote PCI training.

15. Provide any other QSA services necessary to conform to PCI standards and approved by the APS that are not specifically mentioned in this TOR.

16. Provide an online portal that allows user access to: 
a) initiate internal and external scans on demand

b) schedule internal and external network scans 
c) retrieve internal and external network scan results 
d) retrieve remediation advisory documents associated with services provided

e) submit disputes for results of services provided 
f) retrieve certificates of completion for services provided. 
B. PCI QIR Evaluation & PA DSS Services

1. Provide PA DSS gap analysis.

2. Provide PA DSS onsite compliance audits to ensure sensitive data is secure as it is stored, processed, and transmitted by payment applications.

3. As part of PA DSS onsite compliance audits, create a formal PA DSS Report on Validation (ROV) including an Attestation of Validation.

4. Provide sufficient and adequate documentation within the Report on Validation (ROV) to demonstrate the payment application’s compliance with PA-DSS.

5. Review security policies to ensure compliance with PA DSS standards and requirements.

6. Conduct formal PA DSS assessments that verify the PA-DSS payment application is properly configured and securely implemented, in accordance with PA DSS requirements.
Certification

1. Provider must be certified by the appropriate governing body to provide PCI DSS ASV services, PCI DSS QSA services, PA DSS services, P2PE Encryption Assessment services, and/or PCI QIR Evaluation services, as applicable. 

2. All PCI-related services provided by provider must adhere to the most current version of the relevant PCI standard.

DELIVERABLES

· Phase 1:  Gap Analysis, Initial Report of Compliance (IROC), Remediation (Correction) recommendations 

Selected Firm shall produce and electronically submit an IROC with a gap analysis identifying areas of noncompliance to the standards. The IROC shall contain high-level remediation recommendations or compensating controls needed to meet the standard. The gap analysis shall list non-compliant elements in order of priority needed to correct and include recommended steps of correction. Screen shots, log excerpts, and other technical evidence should be included, when applicable. 

· Phase 2:  Assistance in implementing remediation recommendations

Firm shall assist APS with implementing corrective measures and / or the addition of compensating controls to ensure APS becomes compliant with currently applicable standards. Contractor shall recommend or provide a resource to actively assist with corrective efforts if needed. 

· Phase 3: Re-evaluation and final ROC

Upon completion of corrective efforts, firm will issue a Final Report of Compliance and provide an electronic copy of said Report. The firm must make sure the security assessments and implementation are re-evaluated. Firm will assist APS in identifying functional staffing roles that should receive training so APS will remain compliant with current standards. Firm will assist with development of materials APS can use to internally train appropriate staff members. 

REPORTING

· Inception Report: Inception Report to be submitted within first 15 days from the date of commencement of the Consultancy Contract. The purpose of inception report is to set out a clear strategy and ways forward for the implementation of the technical assessment and the technological field as well as to specify the various activities, actions and outputs for this particular assessment, it should also include the approach and the methodology for a detailed work plan. The firm is required to do a detail on site study and come with detail action plan for performing the assessment. 
· Periodical Reports: The consultant shall submit these reports as defined under deliverables for different areas of scope of work for Phase 1 and 2 above. The Periodical Reports shall be submitted at the end of every two months from the date of commencement of the Contract. The first Periodical Report would also include detail assessment of APS. 
· Final Report: The Consultant shall submit Final Report including Assessment Report, Risks and Risks Mitigation Report, Assessment and Gap Analysis, Vulnerability Assessment and Penetration – Internal &External, Control Validation, etc. As per Scope of Services at the completion of tenure of 3 months, including implementation of these gaps findings. The Assessment Report shall include an Executive Summary, Findings and Recommendations which should include, but not limited to, Network, Web App., switching platform Application, Database, and System Vulnerabilities and Remediations, Security Program Management of Information Technology Resources and Application Life Cycle Controls. Also including detailed recommendations on any specific changes in network architecture, database, and switching platform Application, need for additional security related hardware and software, personnel requirements and additional training needs for APS technical staff and including security architect to perform threat modelling/risk assessment and consolidate all the findings according to priority/impact and recommend data security controls based on assessment. 
II. IT SECURITY AUDIT

The service provider will be required to provide all the services listed in Phase 1 and Phase 2 for IT SECURITY AUDIT. 
Phase I: Analysis of the Current States of IT Infrastructure

1. Vulnerability Assessment
1. Applications vulnerability assessment+ solutions implementation 
2. Databases vulnerability assessment+ solutions implementation
3. Network vulnerability assessment+ solutions implementation
4. Systems & web application vulnerability assessment+ solutions implementation
2. Penetration Testing
1. Applications penetration testing+ solutions implementation
2. Databases penetration testing+ solutions implementation
3. Network penetration testing+ solutions implementation
4. Systems & web application penetration testing+ solutions implementation
3. Cardholder data scan
1. Applications+ solutions implementation
2. Databases+ solutions implementation
3. Systems+ solutions implementation
4. Network Architecture Design and reviews
1. DMZ configuration reviews
2. Firewall and Router Configuration Review
3. ASV
4. Third Party Interconnection Review
5. VPN Configuration Reviews

6. Security review of the application through Wide Area Network (WAN)

5. Operational and functional security
a. Misuse case testing
b. Synthetic transacting testing
c. Data Centers Security

d. PCI DSS, ISO 27001/CIS Benchmarks/Swift CSP/CPMI-IOSCO cyber risk guidance Gap Analysis

e. Assessment of the adequacy of controls over the use of various devices

f. Assessment of whether all significant risks within the applications operations management, including continuity of systems are adequately and effectively controlled

g. Assessment to determine whether significant risks within the system have been identified by management and controls are in place over those risks

h. Review Business impact analysis and Business Continuity Plan (BCP).

6. Application Security Configuration Review

7. Cryptography and Key management

a. Assessment of HSM and Key management policies.

8. Systems Architecture Design and reviews
a. System Configuration and Change Management Review

b. Back up and restoration policy and procedure review

c. Incident Response Program Development or Review

9. Back up and restoration policy and procedure review

Phase II: Risk Analysis, Proposing Remediation Solutions and Changes in IT Security Controls, and Deliverability

The consultant will:

· Discuss the Phase 1 report with APS IT Security Team.

· Perform risk analysis and severity assessments (covering all process functionalities and utilization thereof, vulnerabilities etc.)
· Develop a proposal for improvements in IT Security Controls of these findings, covering the entities and processes as listed in Phase A, based on national and international standards/benchmarks and the best security practices.

· Involve the IT Security Team of APS through whole security audit and assessment process

· Issue a certificate of IT Security Audit and Assessments being done
The deliverable of this phase shall be a Final Report “prepared in two phases:

(a) Draft Final Report for discussion with the Client (DAB-APS).
(b) Final Report, containing:
· Identification of all risks in accordance with degree of importance (priority, medium and least urgency)
· Action plan including proposals for improvement (elimination or mitigation of risks), including suggested methods, procedures, tools

· Quantified estimation of impact and corresponding implementation costs

III. CONFIGURING IT SECURITY TOOLS/TECHNOLOGIES

The selected service provider must configure and setup the security tools and technologies. These tools include but not limited to SEIM solution, Nessus, and Manage Engine Professional Plus. During the setup the IT Security Team of DAB-APS must be associated.
IV. KNOWLEDGE TRANSFERS AND SECURITY TRAININGS
The service provider will be required to provide all the items listed in section a, b, c, d, e for knowledge transfers & security trainings to all members of APS Security Team. These knowledge transfers and security trainings are required for ongoing and maintenance of the DAB-APS Security infrastructure. 
a. PCI DSS

The service provider should associate security team of DAB-APS through the PCI DSS process.

b. IT Security Audit
The service provider should associate the security team of DAB-APS through the IT Security Audit process.
c. Configuration of security tools
The service provider should associate the security team of DAB-APS through the configuration of security tools.

d. Penetration testing

e. CISSP

f. Cybersecurity Risk Management 
The firm must provide the remaining above three security trainings separately within the allocated 2 months. 
All the above security trainings must include training materials like slides/papers, video demonstrations, practical show, and certificates.
4. PAYMENTS TERMS
· 30 % of the Contract Value shall be invoiced and payment released after submission and acceptance of the Service A in PCI DSS and Phase 1 of IT Security Audit.

· 20 % of the Contract Value shall be invoiced and payment released after submission and acceptance of the Service A and 1st Phase Report of PCI DSS deliverable, eliciting accomplishment of Service A and Phase 1 Tasks. 
· 20 % of the Contract Value shall be invoiced and payment released after submission and acceptance of Service B, the 2nd Phase Report of PCI DSS deliverable, 2nd Phase of IT Security Audit, and eliciting accomplishment of Phase 2 Tasks. 
· Last 30 % of the Contract Value will be released after submission and acceptance of the  Phase 3 Report of PCI DSS deliverable, required security trainings, eliciting accomplishment of Phase 3 Tasks, and Final Report. 
5. EXPERTISE QUALIFICATIONS 
	Number
	Key Staff
	Minimum Qualifications/Certification requirements
	Job Description (Minimum Task)
	Estimated Time input/ Man Months/Days

	1
	Switch Platform Security Specialist
	Minimum Qualification: Bachelor’s Degree in computer science, information system, IT, 
With minimum 8 years work experiences of Switch Security Platforms at Banking/Financial Sectors 
Required Certifications

Must: PCI DSS, CEH, CRISC, Penetration Testing

Desirable: CCIE Security, CISA, CISSP, OWASP, CDCM, CDCDP, Penetration Testing


	· APS Network Security assessment and penetration test 

· APS application Security assessment 

· APS hardware security assessment 

· APS database security assessment 

· APS PCI DSS assessment according in the scope of services of this document Performing the PCI DSS Assessment

· Being on-site for the duration of the PCI DSS Assessment 

· Reviewing the work product that supports the PCI DSS Assessment procedures  

· Ensuring adherence to the then-current PCI DSS

· Validating the scope of the PCI DSS Assessment

· Selecting systems and system components where sampling is employed 

· Evaluating compensating controls 

· Producing the final Report on Compliance (ROC)


	months: 3 



	2
	Application Security professional
	Minimum Qualification: Bachelor’s Degree in computer science, information system, IT, with minimum 10 years work experiences of Application Security Systems at Banking/Financial Sectors

Required Certifications

Must: PCI DSS, CEH, OWASP, Penetration Testing

Desirable: CCIE Security, CISA, CISSP, CDCM, CDCDP, PHP, ASP.Net, CRISC


	Application Mapping
· Application Platform fingerprinting
· Functional analysis 
· Process flow modelling
· Request/Response mapping 
Application Discovery 
· Configuration management testing 
· Authentication testing 
· Session management testing 
· Authorization testing 
· Denial of Service 
Application Exploitation
· Identity attack avenues
· Vulnerability exploitation 
· Post exploitation 
· SQL injection 
· Server port Scanning 
· Cross site (XSS) web scanning 
· Web site code scanning 
User Management

· Users management 
· Authentication and Encryptions
Vulnerability assessment and penetration testing of all applications. 
	months: 3 



	3
	Database Security professional
	Minimum Qualification: Bachelor’s Degree in computer science, information system, IT, with minimum 10 years work experiences of Database Security Systems at Banking/Financial Sectors

Required Certifications

Must: PCI DSS, Oracle MS SQL, My SQL Security certificate, Penetration Testing, OWASP

Desirable: CISA, CISSP, CCIE Security, CDCM, CDCDP, CRISC


	Outside in and inside out scan of all database system

· Security strength 

· Database vulnerabilities 

· Fix security holes and misconfigurations 

· Roles and responsibilities functionality to segregate users 

· Backup procedure and data encryptions 

· Perform database auditing and intrusion detection 

· Authentication 

· Server and database roles 

· Authorization and permissions 

· Code and data encryption

· Securing tools and high availability

· Auditing policy
	months: 3 



	4
	Network Security professional
	Minimum Qualification: Bachelor’s Degree in computer science, information system, IT, with minimum 10 years work experiences of Network Security Systems at Banking/Financial Sectors

Required Certifications

Must: CCIE Security, PCI DSS, OWASP, Penetration Testing

Desirable: CISA, CISSP, CDCM, CDCDP, CRISC 


	· Checking and evaluation of Cisco Device configuration
· Network penetration testing

Packet Analysis 

· Signal Capture 
· Network Traffic Extraction 
· Signal Transmission
Network Protocol Analysis 
· Network Protocol Traffic Capture 
· Network Protocol Fuzzing 
· Network Protocol Exploitation  
· Inbound and outbound Firewall Penetration testing 
· Physical checking the Network Equipment’s 
· Network Failover system 
· Network Traffic Analyzing
· Evaluate Wireless Security
· Evaluate Network Vulnerability including DR Sites
	months: 3 



	5
	Enterprise system security professional
	Minimum Qualification: Bachelor’s Degree in computer science, information system, IT, with minimum 10 years work experiences of IT Systems Security at Banking/Financial Sectors

Required Certifications

Must: LFS216, LFS416, RHCSA, RHCSE, PCI DSS, OWASP, Penetration Testing

Desirable: CISA, CISSP, CDCM, CDCDP, CRISC

	Server OS penetration (Linux-based and virtualization environment)  

· DNS interrogation 

· Port Scanning 

· Service Fingerprinting 

· SNMP Enumeration 

· Packet Sniffing

Vulnerability Assessment and Analysis (Linux-based and virtualization environment)  

· Unauthenticated vulnerability scanning 

· Authenticated vulnerability scanning 

· Packet capture analysis 

· Vulnerability validation

Server OS Exploitation 

· Identify attack avenues

· Vulnerability exploitation

· Post exploitation 

· Evaluate server’s vulnerability 

· Evaluate active directory vulnerability exploitation 

· DHCP scanning and penetration test and MAC DoS attack testing
	months: 3 



	6
	IT Security Audit Professional
	Minimum Qualification: Bachelor’s Degree in computer science, information system, IT, with minimum 10 years work experiences of IT Security Audit at Banking/Financial Sectors

Required Certifications

Must: CISA, GSNA, CIA, PCI DSS, OWASP, Penetration Testing

Desirable: CISSP, CDCM, CDCDP, CRISC

	IT Security Audit of whole IT Infrastructure and sections (Network, Database, System, IT Operation, Datacenter, and Physical Access Points), Application, ISID, and IT Security infrastructure of DAB-APS.
	months: 3 



	7
	Security Training Expert
	Minimum Qualification: Bachelor’s Degree in computer science, information system, IT, with minimum 10 years work experiences of Security Training at Banking/Financial Sectors

Required Certifications

Must: Penetration Testing, CISSP, Cybersecurity Risk Management
Desirable: CISA, CISO, CISM, CRISC
	· PCI DSS Training

· IT Security Audit Training

· Penetration Testing

· CISSP Training

· Cybersecurity Risk Management Training
	months: 3



	Total
	Maximum estimated required time input/man months: 21 


