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DAB Mobile Application e culls Jsoaz - ey oo

SCOPE OF WORK

The document provides the scope of work for the mobile application required for Afghanistan
Payments System.

The mobile application should be easy to use, agile, customizable, scalable and flexible,
with day-to-day operations on 24*7 basis and compliant with best industry and regulatory
standards including any other requirement in future mandated by APS, or DAB.
Afghanistan Payments System plans to develop its own payment application to enable all
the

1) banked customers to make digital transactions,

2) non-banked customers become banked customers by opening banks accounts/wallets

via the app using an Afghan friendly interface.
The application will integrate with the national e-payment switch to connect with the
financial institutions in the country to enable the users of bank and non-bank financial
services to connect their cards or wallets and make transactions.
The application shall come in a suite, serving four different user segments

1) consumer,

2) merchant,

3) SMEs and

4) agents.
The application will serve the users of both bank & non-bank financial institutions on a very
Afghan friendly user interface with simplified user experience.
The application shall be customizable per bank depending on the card linked or used and the
default account set by the application user — the look and feel shall automatically change to
the relevant bank,
The app shall have the following logical divisions

1) financial transactions,

2) payment acceptors,

3) billers,

4) financial services,

5) telecom products and services,

6) account management and

7) customer support.
To encourage m-commerce adding a shopping mall tab into the app can bring more mobile
payments
The application shall provide backend solution to create user and all functions relevant to
user management for all user roles on easy-to-use user interface for 1) users, 2) merchants,
3) agents and 4) SMEs.
Mobile Application and its backend graphical interfaces shall be localized in Dari & Pashto
to ease adoption across different segments.
The mobile application should give a convenient access via web Interface to various reports
on billers/ settlement/reconciliation/reversals/refunds/usage/charge back claims/transaction
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status /summary etc. and interface for parameterization, monitor, control, etc. should be the
feature of the solution.

e The mobile application be capable of facilitating best industry practices for security features
such as Verified by Visa, MasterCard Secure Code, Pay Secure, OTP etc. and as per the
guidelines issued from time to time by regulatory bodies.

e The application should accept CVV fraud checking for card payments. This checking will
help to identify and reduce the impact of fraudulent transactions. The application should
also support paperless Direct Debit set-up and draw down

e The app shall be equipped with appropriate security measures to protect APS internal
systems from intrusions and other attacks while conducting e-payment transactions, whether
internal or external, e.g., message interception, tampering, redirection, repudiation etc.

e The source code to the entire solution needs to be available for APS at all times, during and
after the development has been completed.

USER TYPES

The application would come in a suite, serving four different user segments 1) consumer, 2)
merchant, 3) SMEs and 4) agents.

Consumer App Includes all user-related features and transactions

[EE

Cash in,

Pay Bill,

Purchase — QR code scan,
Fund Transfer,

Airtime Top up,

3G & 4G Bundles,

Card to Wallet,

Wallet to Card,

Cash Out,

0) Balance Inquiry

o ~NOoO o1 b WwN
~— N N N N N N N

9
1

Merchant App Includes special features for merchants i.e., balance inquiry, account
statement, transaction records TDR, fund transfer.
It can grow a soft POS for the merchant providing them their
inventory and profit and loss statement

SME App Includes features relevant to SMEs like salary and wages payment,
bill payments, fund transfer, and all other financial services relevant
to this segment

Agent App 1) Cashin,

Pay Bill,

Fund Transfer,

Airtime Top up,

3G & 4G Bundles,

Card to Wallet,

Wallet to Card,

Cash Out,

Balance Inquiry

10) Account Management
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APP FEATURES

The application will scope following feature

Features
Self-Onboarding

Electronic KYC
Link Card
Virtual Prepaid Card

QR code reader
Transactions

Account Statement
Merchant Map

Account Management

Customer Support

Shopping Mall

Offline Mode/Transaction

Description

An Afghan friendly self-onboarding feature to enable user across all
segments in economy to effortlessly create an account.

Electronic KYC for users to self-onboard themselves, for merchants,
agents and SME to onboard customer and or their employees and for
field officer to onboard customers, merchants and agents

Enable users link their AfPay card and all other cards to DAB App
Request a virtual prepaid card on EMI KYC requirements & get an

EMI link account in seconds

Enable user to reach QR code

1) Cashin,

2) Pay Bill,

3) Purchase — QR code scan,
4) Fund Transfer,

Airtime Top up,

6) 3G & 4G Bundles,
7) Card to Wallet,
8) Wallet to Card,

— N N N N e N

({e]

Cash Out,

10) Balance Inquiry
Provide in-app transactions record with all required details or TDR
Provide merchant locations to help customer locate the nearest
merchant accepting digital payment it can also include agents, bank
branches and ATMs location

1) Link card,

2) Remove card,

3) Balance Inquiry,

4) PIN change and Password,
5) Profile Settings &

6) Account Setting
For Customer, Merchant and Agent support for their queries and
complains
Embedding all e-commerce or providing an e-commerce solution for
brick-and-mortar retailers — an added value for the app and e-
commerce
Enabling transaction processing in offline mode (without internet)
through USSD (in backend)
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SOLUTION ARCHITECTURE

qatabase

F. Internet
Banking HTTPS
D. SVFE
TCP

A.10S HTTPS .
C. middleware
sSQL
HTTPS

0

USSD HTTP/HTTPS HTTPS
B.
Android
USSD
company Administration

MOBILE APPLICATION AND BACKEND FUNCTIONS

Registration

1. User uses his mobile phone (A, B) or the internet banking platform (F) to register on the
platform.

2. User Enters name and card number

3. The middleware (C) sends an OTP to user's phone number or email

4. User enters the OTP and the middleware verifies it.

5. The middleware generates a token for the user

6. The app save the token and further communication is done using the token.

Communication

1. The mobile apps and the internet banking module talk to the middleware using JSON over HTTPS or in
case of unavailability of an internet connection, the app uses USSD short codes to connect that are sent to
a telecom company and then forwarded to the middleware as financial message requests.

2. The middleware talks to national payment switch (D.SVFE) using 1ISO 8583 over TCP.

3. The middleware talks to the switch database using SQL

Administration
The administration module should have the following features at a minimum:

1. For application administrators
e User management (with filter, search, export, save filter)
e Getlist of institutions from SVFE DB
a. register institution users
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b. institution users have limited access to administration
c. institution users can save news, currency exchange rate, and chat with customers

Audit Logs (with filter, search, export)

Transaction List (filter, search, export, charts, save any of these filters, search and exports)

Ul to define transactions. The list of transactions is then requested and viewed by the internet

banking, mobile banking apps:

a. getmost fields from database. There are repetitive fields and fields that can be auto-generated
(date, ID) that can be taken from the database or auto-generated.

b. Mark fields that the user needs to input, (amount, cvv2, expiry date, PIN, etc.). The user will
then be asked to input necessary fields in the app when they select a transaction type from the
list.

c. define flow of transactions. For example, once all the above is defined, how many message
types are included in one transaction and what message type follows what.

d. name and export transactions for clients (mobile and internet banking). This will effectively
make the list of possible transaction types available to the user.

Management of user login/registration/password/PIN/fingerprint. To enable/disable any of these
types, for example, to enable registration through web or not (make it exclusive to mobile).

2. For bank admins and their employees

ATM/branch location management

User management (with filter, search, export, save filter) at their own level
Audit Logs (with filter, search, export)

Chat with users

Add exchange rate

Add news and announcements

Internet and Mobile Banking Modules

Easy registration and login using any of the methods allowed by admins

save cards and name them. For the user, they should be able to show the list of cards they have
registered and name them.

session management so the user can see how many devices they are logged in from and end them.

get list of transactions from server and cache them
a. user selects transaction from list
b. user enters inputs and goes through flow

repeat transaction from history

show history of transactions, filter, search, export, combined from all cards or individual
show ATM/branch locations with directions and distance

show bank news/push messages

conversion rate

chat with bank operators

Middleware

get card details from SVFE DB if host card

get card details from own DB if switch card

get all necessary details for host card from SVFE DB
get rest of data using SVFE ISO8583
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