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(TOR)  Sumi Slamsall
Security Event Manager (SEM) Solarwind or Equivalent

For
AFGHANISTAN PAYMENTS SYSTEMS (APS)

FULL NAME OF PROJECT

To install, configure and utilize the software of Security Event Manager (SEM) in the
security infrastructure of APS Information Technology (Networks, databases, server
systems, and applications). The license of this security software should be perpetual.

1. PROJECT OBJECTIVES AND SUMMARY:

Security Event Manager (SEM) is used to:

Identify and respond to threats faster.
Security Event Manager (SEM) will be another pair of eyes watching 24/7 for
suspicious activity and responding in real-time to reduce its impact.

Ease compliance reporting and audits.
Minimize the time it takes to prepare and demonstrate compliance with audit
proven reports and tools for PCI DSS, HIPAA, SOX, and more.

See value quickly.
Virtual appliance deployment, intuitive Ul, and out-of-the-box content means you
can start getting valuable data from your logs with minimal expertise and time.

Get more data for less.
Our licensing is based on the number of log-emitting sources, not log volume, so
you won’t need to be selective about the logs you gather to keep costs down.

2. PROJECT GOAL:

The main goal of this project is as below:

VVVVVY V 'V

To collect and normalize all logs of APS critical infrastructure and provide us
visibility in a centralized platform.

To automatically detect and response the cyberthreats and attacks evolving
around.

To integrate resources and provide a report of compliance.

To offer an intuitive dashboard and user interface.

To preserve the feature of file integrity.

To monitor all incidents evolving around the critical infrastructure of APS.
To have technical support 24/7 for at least first year.

To provide technical and troubleshooting training and certification for 3
employees in charge of APS.
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3. THE NATURE OF THE PROJECT:

Since the security infrastructure of APS is critical, the use of this security software can be
vital in maintaining its security operations. Compliance report, threat intelligence,
automated incident response, forensic analysis, and file integrity monitoring are the core
features of this security software.

4. PROJECT REQUIREMENTS (Working Area)

4.1.2. Requirements for competency and expertise

The following competencies and expertise are required for this role:
Exposure

1. The successful bidder must have relevant exposure to the delivery and
installation of SEM solutions.

2. The successful bidder must have relevant exposure to the supply of SEM
solutions.

Experience

1. The successful bidder must have similar experience in the delivery and
installation of SEM.

2. The successful bidder must have similar experience to the supply of SEM
solutions.

Qualifications

» The bidder must be an Authorized SolarWinds (SEM vendor) Partner and must
hold at least License & Hardware/Software Expert track (expertise).

» The bidder must provide detailed documentation of similar contracts that shows

the bidder’s experience and eligibility of the task’s fulfillment provided in this

TOR.

The bidder must provide detailed documentation of similar completed project with

its financial volumes.

The supplier is required to provide the support as per 24/7 policy.

Bidder must have a qualified Team of expert in purchasing SEM solutions to

efficiently carryout the tasks mentioned in the TOR.

The bidder may provide SEM solutions proposal as part of this TOR, and this will

be a plus point (Optional).

Bidders may share demonstrated experience in SEM/SIEM solutions.

Bidders who may have completed similar projects in the financial industry are a

plus point.

Bidders may share details of similar Completed Project of SEM/SIEM solutions

from SolarWinds or similar vendors in the Financial Industry.

YV VYV VYV VV V
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» Bidder Must have a qualified Team of experts in implementation and

management of the SEM/SIEM solutions.

5.SCOPE OF THE PROJECT (PERIOD OF TIME):

The SEM software is going to be a new project of security solutions for Afghanistan
Payments Systems. The solution should at least cover 30 nodes. The license of this
software must be perpetual. Below the table will summarize all its requirements.

No | Product Description Type of License | Covering | Technical
license Quantity | nodes Support
1 Security Event Manager (SEM) | Perpetual 1 At least 30 | 1 Year Support

Note! The above SEM License, support and procurement must be patented, and
purchased in the territory of Afghanistan under the name of Afghanistan Payments
Systems (APS).

6. TERMS AND CONDITIONS OF THE PROJECT (TERMS OF PAYMENT):

1.
2.

Late and incomplete submissions will not be accepted.

The successful contractor must comply with DAB’s procurement laws and APS’s
policies and procedures as well as maintain a high level of confidentiality of
information.

All information, documents, programs, and reports must be regarded as
confidential and may not be disclosed to any unauthorized person or institution
without the written consent of the organization.

The software license and support should be delivered to the following address:
APS, 4th Floor, Da Afghanistan Bank Branch 6, Barikot Street, Dehmazang,
Kabul, Afghanistan.

The supplier, at its own expense and at its own risk, takes the whole
responsibility associated with providing the SEM licenses to the country of
delivery (Afghanistan).

The vendor selected through this TOR must observe the highest standards of
ethics during the performance and execution of such contract.

7.PLAN AND WORK METHOD:

. The delivery of SEM license and support must be made within 20 days starting

from the date of signing the contract.

The requested SEM licenses & Support must be purchased ASAP.

The Supplier is obliged to notify the Customer by phone, e-mail or other means
of communication regarding shipment of licenses and support.
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8.RESPONSIBILITIES OF THE CONTRACTOR:
Below are the main responsibilities of the contractor company:

» Provide the license of SEM solution with one year of vendor support.
» The bidder or contractor must have a qualified Team of expert in supply and setup of

SEM solutions.
» Provide training and certification of SEM maintenance for the team in charge of Da

Afghanistan Bank- APS.
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