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Antivirus specification: Endpoint security for Business-Advanced (Kaspersky
License for 3 years).
Centralized Management
Anti-Maware
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Firewall
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File Server Security
Endpoint controls
Encryption

Systems Management
Application Control

Data Control

Web Control

Device Control

Anti-Virus and HIPS
Supporting (Win7, Win8, and Win8.1, Win 10, Server 2008, Server 2012, Server 2022,
virtualization and Linux OS).
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System Management
» Vulnerability and patch management. Automated OS and application vulnerability
detection and prioritization combined with the automated distribution of patches and

update.
» Operation System Deployment: easy creation storage and deployment of
from a central location as well as OS migration. . '
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single control, troubleshooting is tully supported and a single agent at branch ottices can
accept updates for local rollout, using multicast technology.

Network Management Control
~ Automatically recognize and checks new devices on the network against inventories and IT
security polices, denies access to compromised devices and redacts guest devices.

Hardware and software inventories
~  Fullvisibility and control (including blocking) of all software deployed across the network
together with the automatic identification, registration and tracking of all hardware
including removable devices.

Encryption
» Comprehensives file/folder and full disk: full disk or file level that is transparent to
the user and is backed by advanced encryption standard (AES)250bit.
» Secure Data sharing: allows user to easily create encrypted and self-extracting
packages to ensure data is protected when sharing via removable device, email,
network or web.
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Magsood.noori@dab.gov.af

Moneer.akbari@dab.gov.af
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