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SOPHOS XGS4500 3 Year License Renewal + WAF
Current License Expiry: August 06, 2026
Network Protection: Intrusion Prevention System
(IPS), Sophos X-Ops Intelligence, SD-RED Device
Management
e  Web Protection: Web Security and Control,
Application Control, Web Malware Protection
o NDR Essentials for Firewall: Network Detection and
Response 3 o of
e  Zero-Day Protection: Machine Learning, Sandboxing "y o) ) 0
Sophos 4500 XGS (File Analysis), Threat Intelligence - Obuslad) st
e  Central Orchestration: SD-WAN and VPN
Orchestration, Central Firewall Reporting (CFR
Advanced)
e  DNS Protection: DNS Security Management and Policy
Control via Sophos Central
e  Enhanced Support: 24/7 VVendor Support (Enhanced
Support Package)
e Web Server Protection: Web Application Firewall
(WAF) (Newly Added)
. SPUSS Syl
Sophos 4500 XGS Xstreem protection 36 Months 1 )
o loglro
. SIPUST < ol
Sophos 3300 XGS Xstreem protection 36 Months 1 R
5 loglre
Sophos 4500 & 59USS g ol
XGS(WAF) Web WAF 36 months 1 ‘o
Application o oglee
E 9070 Caogd
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License Renewal for (Sophos firewall extreme 4500 puiows¥ 33003 ©loas 451yl g dngd 0595 (TOR) L s g axyy
SSb ylewiladls &y g o XGS, Sophos firewall extreme 3300 XGS, Sophos XGS4500 for 3 years & WAF 4500XGS)

Terms of Reference (TOR) of APS

1. Sophos XGS4500 - 3-Year License Renewal + Web Application Firewall (WAF)
1. Project Overview
Da Afghanistan Bank (DAB) / Afghanistan Payment Systems (APS) operates critical
financial infrastructure that requires continuous, secure, and reliable network
protection. The organization currently utilizes the Sophos XGS4500 firewall in an
Active/Passive high-availability deployment to secure its internal and external
network communications.
To ensure uninterrupted protection and maintain compliance with cybersecurity best
practices, APS intends to:

e Renew the existing Sophos Xstream Protection licenses for a period of three (3) years

e Procure and implement a Web Application Firewall (WAF) license as a new security
component

This initiative will enhance protection against advanced cyber threats, secure web-based
services, and ensure the continued availability of critical payment systems.
2. Objectives
The primary objectives of this TOR are:
e To renew the Sophos Xstream Protection Bundle for three (3) years to maintain full

security coverage

. To procure and activate Web Server Protection (WAF) for securing web
applications and services

e To ensure continuous, uninterrupted security services without any downtime

e To align all licenses (renewed and new) under a single co-termination date for easier
management

e To enhance protection against:

o Network-based attacks

o Web-based threats

o Zero-day vulnerabilities

o To maintain compliance with APS security policies and regulatory requirements

3. Scope of Services
The selected vendor shall provide licensing, activation, and support services as outlined
below:
3.1 License Renewal (36 Months)
The vendor shall renew the following security modules included in the Sophos Xstream
Protection Bundle:

. Network Protection:

Intrusion Prevention System (IPS), Sophos X-Ops Intelligence, and SD-RED management
for secure branch connectivity

. Web Protection:
Web filtering, application control, and protection against malicious web content
. Zero-Day Protection:

Advanced threat detection using sandboxing, machine learning, and real-time threat
intelligence
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DNS Protection:

Centralized DNS security policies managed via Sophos Central
. NDR Essentials:

Network Detection and Response capabilities for identifying abnormal network behavior
. Central Orchestration:

SD-WAN management, VPN orchestration, and centralized reporting (CFR Advanced)
. Enhanced Support:
24 /7 vendor support, firmware updates, patches, and technical assistance

3.2 New License (WAF)
The vendor shall provide and activate:
. Web Server Protection (WAF):

o Protection of web applications from attacks such as SQL injection, cross-site scripting
(XSS), and other vulnerabilities
o Secure publishing of web services

o Integration with existing firewall policies

3.3 Technical Requirements
All licenses must:

. Be registered to the existing Sophos firewall appliance

. Support Active /Passive High Availability (HA) deployment

. Be fully compatible with existing configurations

. Be co-termed (same expiration date for all modules)

. Be genuine and verifiable through Sophos licensing portal
4. License Details

. Device Model: Sophos XGS4500

. Deployment Mode: Active/Passive High Availability

. License Type:

o Xstream Protection Bundle (Renewal)

o Web Application Firewall (WAF) (New Add-on)

. Duration: 36 Months (3 Years)

. Current Expiry Date: 06 August 2026

. New Expiry Requirement:

All licenses, including WAF, must be aligned to a common expiration date
5. Terms and Conditions

. All licenses must be procured from an authorized Sophos partner
. The vendor must ensure:

o Successful activation of licenses

o No interruption to existing services during renewal

. Licenses must be:

o Genuine

o Transferable to the specified device

. The vendor shall comply with:

o APS internal security policies

o Confidentiality requirements

. Any misconfiguration or licensing error must be corrected by the vendor at no

additional cost
6. Supplier/Provider Responsibilities
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The selected supplier/provider shall:
Supply all required licenses (renewal + new WAF)

Ensure proper activation and registration on the firewall
Verify license status through Sophos Central or local GUI
Align all license expiration dates
Provide:

Installation support (if required)

Technical assistance during activation
Deliver documentation confirming successful implementation
Provide escalation support in case of issues

7. Client Responsibilities (APS)
APS shall:
Provide necessary access to the firewall system (if required)

Share device details (serial number, existing license status)
Coordinate with the vendor during deployment and validation
Monitor post-implementation system performance

8. Work Plan and Duration
License Delivery: Within 15-30 working days

Activation and Validation: Immediately upon delivery
Support Duration: 3 years from activation date

The provider must ensure that there is no service interruption during the transition
period.
9. Deliverables
The provider shall provide:
Official license certificates or subscription confirmation

Proof of activation (screenshots or portal verification)
Updated license status on the firewall
Documentation of:
License details
Expiry dates
Activated modules
Optional: basic knowledge transfer to APS technical team

10. Supplier/Provider Qualifications
The vendor must:
Have proven experience in:

Sophos firewall deployment and licensing
Enterprise security solutions
Provide:
Local or remote support capability in case of licensing issues

11. Payment Terms
Payment shall be made in accordance with the procurement policies of DAB.

Payment will be processed only after successful delivery, activation, and verification
of all licenses.
Any issues in delivery or activation may result in delay of payment.
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Device name and License

NO Modal Renewal

Unit Remarks

1 Sophos 4500 XGS Xstreem protection 36 Months 1 HA (Active/Passive)

2 Sophos 3300 XGS Xstreem protection 36 Months 1 HA (Active/Passive)

Sophos 4500 XGS
3 (WAF) Web WAF 36 months 1
Application
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